([ air=msET

S EMRT
B 1T 18 5 B 88 5F B

Joining with You to Combat Fraud
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Joining with You to Combat Fraud

EABEFER THEME

Reject Fraud. Safeguard Your Wealth.

FBEAFMAEERENRE SEERF ARSI

This guide aims to help you better understand
common fraud schemes.

IR ZIRGER » REEIVELZE |

Please stay vigilant at all times and keep your wealth secure.



MBIRPRBMAFIAR - BRRMEE

Do not allow others to use your account; avoid legal issues

A BE RV &R &

Possible scams

REFE
Looking for a Full-Time or Part-Time Job
g 0 BRIMFE ~ IR RS

You're asked to hand over your passbook, ATM
card and password on pretense of needing them
to pay your salary.

;Qﬁlfe,ﬂﬁ Investing/Making purchase on your behalf
KRESHRMERST - ABME s OE - R LBERSERSEY

Investing in high-return cryptocurrencies
Purchase of event tickets, antiques, online games, or virtual goods.

% @%
St

FEAIRMEIRFEHEEAN URGATEREENEF

Never provide your account or account details to a stranger; don’t become a fraud ring

@ /)2 Reminders

accomplice.



Eﬂﬁ{%;}ﬁ Handling financing on your behalf

DUERREZAE » EXZMFEIIRM

Asking for your passbook or ATM card to conduct a credit review.

e - i
,%El ,ﬂﬁ A E E-commerce transactions

« EXREEIATMERFREEIN

Asking you to void a duplicate payment via
an ATM machine.

- ERCHIRPREEGYIREERP

Claiming that your account is being
monitored by the Financial Supervisory
Commission.

@ /)2 Reminders

HHEAFE - BER > FHYERES > EREEAERF > FMEFREHEHLFREMA

When facing a temptation or threat, please give careful thought to it and refuse to act as

a mule account for somebody else. That will protect you and others.



RigE > AEflt ! FESMEE

Fake Investment, Real Fraud! Please Be Vigilant

® RIREFER MM

Investment traps are set in many ways

*iﬁi’ﬂﬁ% Social media

BERERE  EEEE S SNERESZS <+
% (1A LINEE2 B 5 50 40 2 24 48 0

M

C

Luring you to join a LINE expert investment group to get
you to make fake stock, cryptocurrency, futures, foreign
exchange, and mutual fund investments.

E,E Fl:ﬂ % Eﬂi Investment consultants, gurus

1E”E§}§EEF'§ » UIRHB/IREXET - BEEEZE..
T EEM

Fake expert consultants get you to order trades and remit
funds through tricks such as limited time/limited availability
and buying into or selling short stocks.

@ /\i2E Reminders

ENBERERANRESENARES > RECEERS

Please do not blindly trust investment channels of unknown origins or random online links;

keep your assets secure.



§ *ﬁ%ﬂ— E False testimonials

BAEBCKREEMNKERE U TRRZS ~ 25
AEE S TR - flz) R&IIEMA

People exaggerate their investment returns and lure you with promises of
“‘insider trading,” “steady gains without losses,” “zero risk,” and “hot stocks.”

LEINTS

E%@J B Malicious bankruptcy

- AR ERETRIER > 5IFEMBRAREER
(EEELTERKE)
Initially, an investment statement shows profit, getting you to invest a much
bigger sum (or even borrow money to invest).

- NEEE > UREEHKIERRE ~ FRigx  IPEEF)FZEL
HE > NREERGERTE - REBE > g2 'FHE)

After making the bigger investment, excuses are used to block withdrawals
(amount invested insufficient, funds needed as guarantees, IP issues), freeze
your account, or disappear,or you lose contact with the investment broker.

@ /)2 Reminders

- BRHREEZELEEEE > BErER
When investing, please choose legitimate channels to steer clear of fraud rings.

- BEERZOR 0 EEKTE (ILBEMEFT165 R EEREEAELR)

If you suspect fraud, stay calm and call the 165 Anti-Fraud Hotline for help.



BRE% - BRER !
Romance & Friendship Scams

MRERXIRBEE > XNTREAIRE

When going online looking for friendship or love, beware when the talk turns to money.

?iﬁﬁﬁﬁ% Social media

FFEREEE AR S ~ =X A > BB R
HRXRPBEFEEERIMNT R

Fraud rings use pictures of handsome men and attractive

women on social media websites or dating apps to “make
friends”.

EJ@E&% Moving stories
ARERREERE (BB~ £m ~ B\~
RS HR)

Soon after engaging with you, the fraudster says a

problem has occurred (car accident, illness, failed
marriage, parent in failing health).

@ /)2 Reminders

MEZRAABIAMALR - BASKBAFAERAZEAENR > BREASNEES

Don’t rashly enter into “friendships” with people you are not familiar with, and do not reveal

too much about yourself to keep your personal information from being stolen.



“Eg Fl:ﬂ H% Shows of concern for your well-being

BESBMEE « BEERHITREMFAIIAL
&%%?J:%,U\”F%Fﬁﬂﬁ RIEEITEEHEER
BEEERMENRE

A person posing as a successful person, such as a military officer,
doctor, or overseas engineer asks about your well-being online

every day and addresses you with endearing names to spawn
feelings of love.

RE/ KUK

Requests to Handle Payments or Issues on Someone Else’s Behalf

BRFERSNEOFECMRERNR 28 - FEESTHE
REFZRAENR ~ BERR

You're told a package is stuck at the airport or
port and you are asked to make a transfer or

remittance to pay for customs duties, freight, \%
or brokerage fees.

@ /\i2E Reminders

MEERERE > BOHRSEE > 7EZREBRMAMA

When a person on the internet asks you to remit money, be vigilant, and avoid turning over

money too easily.



BRi%s - BRABE > #BESER

Fake agencies and fake officials are all scams!

=) %ﬁ Impersonation of identity

- REARSEBAURRGEEFEAERRNZX
Fﬂ’i}u ’ =< %%A%

People |mpersonatlng customer service staffers from public
agencies falsely claim that your ID was misused to apply for
multiple phone numbers and that the phone bills were
unpaid.

- BRERES BRNREEAR  simERXE » B
IRRHEES

People impersonate representatives of health insurance
bureaus, hospitals and telecom companies and falsely claim
that you owe fees, and provide a payment link.

1 *ﬁnﬂ*% E’ Impersonating judicial/investigative agencies

REER - GXREBANCHRP R IAEZMG 5
BMEZER > U MBEALH] BEXAES
y By 2

People posing as police officers and prosecutors notify you
that your account is implicated in a money-laundering case
and ask you to answer questions over the phone; they also
request that you not tell your relatives and friends because
of the confidentiality of the investigation.

@ /)2 Reminders

mielE iR > BEIRMEFER > NOAGF

Please remind your relatives and friends that if they hear keywords, they should beware of

a scam.



fﬁiﬁﬁfl Forging public documents

- EXEBEFMLINERIERAX > LUEERER
Fraudsters request that you go to a convenience store or join LINE to collect what
looks like a formal document, as a way to gain your trust.

- EXSHAline@MRIERERE

Asks you report daily to the fake prosecutor via LINE.

BEEMRB Account monitoring ¥

BREWMREE - SLEXRTHAERFEFETIRFEE > BXRXAE
RAIRP ~ A RNERBEIREF © RE ?EETEFEE B A B TR B A
RRERE ...

People posing as prosecutors or court
clerks indicate that your account has to
be  monitored because of an
investigation, and ask you to submit
financial accounts and ATM cards,
require you to cancel time deposits and
insurance policies, and ask you to
mortgage property or make a remittance
from a bank branch or an online transfer.

@ /)= Reminders

mHUREER  NEEMALS RIS

Stay vigilant. Don't be easily deceived or give your money to others.



BIRHR /S FEB P 6 B 5F

“Guess Who | AM? “ Scams & Extortion Tactics

=T 424
0988-000-XXX BEEE®E  Phone number change

| D &tesketeskesks

REBZERARMBIELR > EWMBEEIRIEZEN
MEEEAMEE » BN EBEENMER

Person pretends to be long-lost relative/friend or one that
lives far away; uses pretense of change in phone
number/communication software nickname to request that old
contact information be deleted.

ﬁ%;ﬂ Pretending to Be Familiar

AR A MREBEAOLINEM T ? EFREEFEMTMHBELSR -
ROABBHABMR T M. BESEHARLINELEI(LINE IDWRSE)) > 55
Bm

Text message says: “Did you
delete my LINE account? Luckily,
| saved your contact, otherwise |
wouldn’t have been able to find
you...If anything comes up, /Il
contact you on LINE (LINE ID
account).” The bait has been laid.

@ /)2 Reminders

B VIREER » NERIEMA > ZXE3ER

Please heighten your awareness; do not easily trust others and proactively verify the

situation.



15%7? %Eﬁ Occupying a phone line

SFEREBARENR [RAVNEWHR T B
Bl BRI o BEEFENR
XERBZHEBEITFAES » RUBNELEK

IS

A fraud ring calls up and says: “Your child has been
kidnapped.” An accomplice calls your child at the
same time and keeps the line busy, and when the
parent cannot get through, they think the child has
really been kidnapped.

%Fﬁﬁ%ﬁ% Need money for an emergency

ERMAREBESAAGRES  EXERE
EERR
A person posing as a relative/friend claims they need to

borrow money for an emergency and asks you to remit it to a
designated account.

@ /\i2# Reminders

MEBAREL » UBREREHRBRAEEINEME

Do not click on unknown links to avoid losing money or having your personal information

leak out.



= (8 )BLINERSESEER

LINE Account Hijacking & Impersonation Scams

78 5T\ ER B B2 B FE TRl fE 1

There are many hidden dangers in instant messaging software.

4 Bh 258 Secondary verification

BREHRKEBRZEETET IneIRITN T#HE

@: i) RERSEL > —BEREAENEA
S~ AAENNBERE « MERRE) KRR

BRIt &E A

People posing as relatives/friends say they need your help in conducting a

“secondary verification” of a LINE account, and give you a fake link to use.

As soon as you enter your personal information (i.e. phone number, password,
and verification code), your account will likely be taken over.

ﬁﬂgﬂﬁ Fake customer service

BREline payRRZFEERBE > SHEAEA

EEFERLEBEREREIRRE » RMERAEL

EARE

A person pretending to be with LINE PAY customer
service sends a text message notifying you of an

abnormal login that needs to be resolved online. A fake
website is provided to get you to believe the scam.




SFEREE B LI EE MR AEQR codeZ RN
AR > —Biwts > RAEABEEZIFTHA
TREMEEE AIRBILINEIRSE

QR codeNif &k » EEEA TS
B > WBZREGEDEHS ~ BREENEE S SRR

Fraud rings use various tricks to get you to agree to add friends through a fake QR
code. Once you scan it, other unscrupulous people are likely to use other devices
to log into your LINE account.

When you scan a real QR code to add a friend, you don’t have to enter a
verification code. If you're asked for an authentication or verification code, it is a

scam.

LLIZELine FakeLINE

B FETAEREASERT  ERNE
B Al S A

Installing a fake LINE app or visiting a fake LINE website may
result in malware infection and theft of your contact list.

@ /)2 Reminders

AEBURESEE > NEEFHEMAE - NEZHIEES

Please heighten your awareness, and do not easily believe unclear information or click
on links.



KEEEARPEBH S > E/D

Be careful of fraud traps when looking for a job

BELAFAKCR > L2 KB EF AR

If you face any of the following situations, it is an employment scam

ZNET(FERMASR

Asking for personal information unrelated to the job.

REETFERACEN W BoEAF
EXR-HE-FE - - BRERERTF

You're asked for personal information unrelated to the job: i.e.
original ID, chop, passbook, ATM card, or credit card.

1§5§mﬁ§f§% Generous salary/benefits
i = o B E R FEKEE L8 (F ¢ EFIESEwA Y T/E)

An “employer” promises an unreasonably high salary or great benefits to lure
applicants to take the bait (i.e. high compensation for a low entry-threshold job).




Eﬂiﬂ\'ﬂﬁﬁﬁﬁ Request to contact you privately
AR A BB LB IR ~ BN > FELRAFEE Tk

Invitations made through private messages via social media accounts or texts,
leaving no record on public platforms.

@ /)2 Reminders

ARERHBATEMN > JIMEFAERAES  THENHRAKEAATMHEMAEN > UREBS

Gather information on the company recruiting workers before acting; do not believe false
help-wanted ads. Also, tell your relatives/friends about the company you're going to
interview at to protect yourself.



T eEYEREE  BEREER
Hidden Risks of Purchasing Items on Social Media
Platforms; Be Vigilant

T 2R BYrRE RF A

The following are common online shopping scams

ﬁ—ﬁ:ﬁz Single product
- PuhAE—HE > MERKRE—TEEm

Website has only one page, and it offers only one product for sale.

- R LLEATMA - BEE(EMERSBE > BT HEARER)
NBRETFEHE
No company address or phone number on the web page (or if there is a

number, no answer when called), or there is only an email address.

- HEARZERMEIEFERAARERAZW:EE - HE « XHFHRE)
Simplified characters or Chinese terms used (i.e. direct mail, postage fees,
support product exchanges).

% A*E%— Celebrity endorsements

HRBARBRPEIKRE > R31E LK

Scammers use photos of celebrities (often edited) to
attract and mislead you.




— FEH%##E Limited-time discount

— - SEREEE R3IBX
Offers of high-priced goods sold at low prices used
to draw eyeballs.

- UEHEE - REEHGHE.. . E5|FHE M
Sensational headings, promotion countdowns used
to lure interest.

=

Eﬁuﬁﬁ BE Misleading “Buyer Protection” Claims

- BASINRERE - ELXREER > BEERAE
RIR[E
Company stresses payment on delivery, seven-day return
period conditions protect consumer, but after purchase,
consumers can’t return/exchange items.

- QBN ERARELAR(ERFERZ AR
B » A R R R )
Can only choose payment on delivery or online payment by
credit card (many credit card pages are fake, leaving you at
risk that credit card will be stolen.

@ /)2 Reminders

EEREANERBETE  F7NERRAREREREKR > TRHEEEREAFEN

Only use reputable e-commerce platforms; please do not use messaging apps to contact

sellers and do not provide your personal or credit card information.



Al 5 R BIETIRIEATM > M2 5E5R
Strange Phone Calls Instructing ATM Use Are Scams
ATMEEFR D HAFEER 2 R IR

Common ATM scam scenarios

BREEZRBAS

Impersonation of a store’s salesperson

s ABoR o 70 AT AR ~ ERER AR
FIERTEER « RARVIPEHE
Person falsely claims that installment payments or regular deductions were

mistakenly set up, order settings were incorrect, or mistaken VIP upgrades require
payments.

ﬁi E‘ ﬁE?’TAE Impersonation Bank Staff

- BEREBTAIRITER » EXEATMIRME
Phone call made to look like it's from a bank, and person asks you to use an
ATM

- EXBAGTERERERAE(HESE LIRS K ERE)

Person asks you to enter an order number and cancellation code
(which are really a transfer-to account number and amount).

- B HE RN B G 1F 0 ERKMEETH1E
B BEXREBEHBETHRHE
Scammers may claim to work with gaming companies and
ask you to purchase game points as part of a refund process.

@ /)2 Reminders

ATMR B REBRENER E 7 BT RRBVINAE ~ RE D HRINGE - REEAIIGE

You cannot cancel or set installment payments on ATMs, and they do not have ID
recognition features or a function allowing them to receive transfers into their account.



BRERITITEER
Person Posing as a Bank Employee
UTRBRETEFRERFZ

The following are tricks often used by scammers pretending to
be bank personnel

557 4= = ==
BETERE
Calls from people claiming to be bank personnel
- EERIRPEZA > mERREHESE
Person claims customer’s account misappropriated
and asks customer for personal information.

- B PRRENES > BREEREERRE
EFZEix R LERR
Based on personal information provided, people

posing as law enforcement personnel call, asking to
provide “electronic” or “online” testimony.

- AR PBHIEEAIEEZLEIRPLUBERIRS
R
Customer is asked to remit funds in account to a

designated account for safety to avoid having it
frozen.

@ /)2 Reminders

BRINOREDFRERTITE - MAEEARHERFE D TEREAR R ESITEIRELR02-8751-6665

Be careful of scammers posing as Taipei Fubon Bank employees. If you have any doubts, please visit
one of our branches or call our customer service hotline at 02-8751-6665.



tEEFREEFIE?

What's an insurance scalper?

REETEUBICHFREERNSGE
WERRRE T A FFRVRL > FBULMELRIERES

An insurance scalper pretends to help you get more insurance
claim payment but tricks you into signing unfair agreements.

They steal your money by taking a big portion of your insurance
claim payment.

1%“}@%4: ".%" E%ﬁﬁﬁ’ Common tricks that insurance scalpers say:

oo ld
Qi L"

| am a legal (— 2
insurance agent.

0 RIRFEREEE X
TRIAIE 5

| am on excellent terms ®)

with a certain doctor. O C}

g

KA LA o RERHAREE
EeiEEE A] DA BRI ES

| can help you get a ‘} | have special connections
bigger insurance payout. to get your claim faster.

E’—“FE%EII}JI! ? Where do insurance scalpers hide?

iﬂ_‘,E = Places %E“;f— Tricks #1
Bz AR gINE HEREEE - -HRE

Outside hospitals, courts, or Leaving flyers or business cards on
mediation centers motorcycles

MEBEEZ  Online FiEZ  Tricks #2
FB~IG~LINEZ 34 B {tipe B E A EERESHSIER
Facebook, Instagram, LINE, Sending messages or finding potential

and other social media clients through news stories



Gn 471 By 88 (R B 3= 4 5 B 2

How to avoid being scammed by insurance scalpers?

MEERKE) « KB
Ask the police for help or
check with them.

ERB AR
B R E

ww Ask a insurance company’s agent

to help with your claim.

REATIERETHIEERRE
Visit insurance company’s official
website to learn about how to file claims.

BEFT IR IE A B) B 5E HE sl
— Call insurance company’s customer
service hotline at 0800-009-888 to
make verification.

BEEEREABRERFIER
Go directly to insurance company’s
offices to file a claim.

@ /)2 Reminders

BEIOMRERIR > BRI SEIE N » 517165 R EBRE AR50 1105 E 1B » A SIBEMRE » vI#T
= EMZIRE:E0800-009-888:R] ©

If anything feels suspicious, call 165 for the anti-fraud hotline or 110 to report it to the police.

Fubon Insurance policyholders can call Fubon Insurance's customer service hotline at 0800-009-888
for inquires.



